Defense News
September 12, 2005 
Pg. 1

Network Centric Blind Spot

Intelligence Failed To Detect Massive Iraqi Counterattack

By Greg Grant

On April 2, 2003, a single U.S. Army battalion seized a Euphrates River bridge, designated Objective Peach, in a daring strike.

Task Force 3-69 held the bridge for 24 hours, turning away a punishing Iraqi counterattack from 8,000 Iraqi soldiers backed by 70 tanks and armored personnel carriers in the largest force-on-force battle of the Iraq War. But it was their skill, and not their vaunted high-tech intelligence network, that carried the day.

In what should have been the showcase for the concept of network-centric warfare — a high-intensity, conventional battle between opposing armored forces — the information keystone failed.

As the American military focuses its mental and material energy on fighting a bloody and protracted insurgency in Iraq, a debate has arisen about what happened that day at Objective Peach and what should be done to prevent it from happening again.

For two weeks, the Abrams tanks and Bradleys of the U.S. Army’s 3rd Infantry Division had rolled like an iron fist through sandstorms and fanatical Iraqi militia. Their final drive to Baghdad would begin with a push across a massive road bridge over the Euphrates 30 miles southwest of the capital city. Save Baghdad itself, the bridge at Objective Peach was the most important piece of terrain in the entire campaign.

Intel officers who had pored over 1-meter-resolution satellite imagery concluded that Objective Peach was undefended.

But Lt. Col. Rock Marcone, whose tank-heavy Task Force 3-69 had the job of taking the bridge, wasn’t so sure.

“Our intel picture was terrible,” said Marcone, who now teaches at the Army’s National Training Center at Fort Irwin, Calif. “I knew there would be Iraqis at the bridge, but I didn’t know how many or where. We were doing a classic movement to contact.”

In fact, the nearby city streets, palm groves, and canals concealed a sizeable Iraqi force in an elaborate network of trenches and bunkers. They were concealed from state-of-the-art American sensors by simple camouflage and time-tested techniques.

Analyzing The Problems
The Pentagon’s Office of Force Transformation (OFT) is one of those examining the Peach battle to find out exactly what went wrong.

“The speed of advance was so rapid they outran their intelligence,” said John Garstka, OFT’s assistant director.

The Army’s battlefield information networks were the most advanced ever fielded. Ground units carried the Blue Force Tracker (BFT) battle command system, which shows friendly forces as blue icons on a computer map, and automatically updates their locations.

But enemies — red icons — had to be manually entered by intelligence officers at division and brigade headquarters who learned of enemy positions from satellites, UAVs and other airborne sensors.

“Everybody saw the same blue picture but everybody had different red pictures,” Garstka said, “I think they assumed that because everybody saw the same blue picture they thought they saw the same red picture.”

A soon-to-be-released, largely classified Rand report puts the blame largely on the inadequate data architecture, said sources familiar with the report, which finds that although U.S. commanders in Kuwait had a solid picture of the enemy, good intelligence was virtually non-existent among front-line units.

At Peach, the national command level may have had some indication of enemy dispositions, but the soldiers’ BFT screens showed nothing. Nobody was feeding intelligence over the radio net.

“The problem with command and control was everything was moving and so it was hard to track everything,” Lt. Col. Shawn Weed, an intelligence officer with the 3rd Infantry Division now in Iraq, said in a recent interview. “To get an intel picture we had to stop to tap into the big database.”

The forces tapped into the database with the Army’s Mobile Subscriber Equipment communications network. The word “mobile” was a misnomer, Garstka said. The only way for a battle commander to get a red picture was to stop, set up a bunch of antennas and try to connect to the MSE. That process could take hours.

“The division’s frequent, rapid movements prevented the MSE network from attaining any real usefulness until units halted,” the division’s after-action report said.

And Weed said the bit transfer rate was so slow that the frontline units rarely got what they needed even when they stopped.

Making Contact
When Marcone’s scouts searched for the quickest route to the bridge, they ran headlong into a hidden battalion of Iraqi infantry. A company of Apache attack helicopters sent to their aid was chased off by air-defense guns, small arms and RPGs that damaged three of the aircraft.

A tank company punched a hole through the Iraqi defenses and Marcone’s battalion seized the bridge at Peach in a daring river crossing in rubber boats in the face of heavy enemy fire. Engineers removed Iraqi demolition charges from the underside of the bridge and Marcone rushed his forces across to the far side.

As the tank companies fanned out to defend the eastern side of the bridge, they drove right into the staging area for the Iraqi counterattack. Enemy infantry poured out of bunkers and buildings. Camouflaged Iraqi armored vehicles opened fire from a dozen feet away.

It was only then that Marcone received the one piece of actionable intelligence during the entire battle: signals intelligence overheard Iraqi commanders ordering a brigade of Special Republican Guard commandos to attack the bridgehead.

Yet nobody spotted the movement of two Republican Guard armored brigades towards Marcone’s lone battalion — or if they did, word never reached the troops on the ground.

“We kind of lost track of them in the smoke, haze and confusion of the battle,” Weed admitted.

The commandos attacked from the north, the two armored brigades from the south. Marcone’s outnumbered battalion spent a long night fighting off repeated attacks that got as close as the front slopes of his tanks. In the morning, bodies and burned out Iraqi tanks littered the battlefield.

Marcone could only be amazed that so many Iraqi tanks, armored personnel carriers and trucks could move undetected.

While American intelligence had lost track of Iraq’s Republican Guard, the Iraqi command correctly identified Peach as the American’s main effort and threw every available unit at it.

“The net-centric idea of lifting the fog of war by creating this giant strategic technological eye in the sky has been an abject failure, hundreds of billions of dollars wasted,” said retired Army Gen. Robert Scales.

Absence of Sensors
Part of the problem was the absence of sensor coverage at this key battle. The theater had only one Predator UAV, and it was reserved for Air Force use. The ground forces had a single Hunter UAV to survey hundreds of square miles of Iraqi territory.

But there were many other electronic sensors in the Iraqi skies, including Air Force JSTARS and dozens of sensor-equipped A-10s and F-16s. So where were they? Mostly in western Iraq looking for Scud missiles to make sure Israel would not enter the war, Garstka said.

“The fact that all of 3ID was going to go across that bridge — somebody should have tasked something to it,” Garstka said.

Garstka believes the story of Peach, and the entire invasion of Iraq, was one of mixed success for network-centric warfare. Clearly, Blue Force Tracker allowed the attackers to move faster, take greater risks, and reduce fratricide. They had unprecedented communication with aerial assets.

The real network-centric success story, Garstka said, was the special operations forces working in conjunction with the Air Force planes in western Iraq. Recent wargaming with sensor and networked Stryker brigades at the Army’s combat training centers has also shown advances in lethality and situational awareness.

Brig. Gen. David Fastabend, deputy director of the Army’s Futures Center at the Training and Doctrine Command, has studied the events at Peach . He said the Army’s new Future Combat Systems (FCS) is designed to prevent a repeat of the battle and will provide a significantly better information network.

“We’re shooting for a lot better sensor flow with FCS. In our simulations, when we fight FCS, we find that with the amount of sensors that we have, if we can get an enemy to move, we’re very good at detecting them and engaging them out of range,” he said.

The information backbone for future joint war fighting is based around the Joint Tactical Radio System and the Warfighters Information Network-Tactical (WIN-T). Both programs, which together are expected to cost $35 billion in research and development alone, are designed to provide the high speed information links between commanders, vehicles, aircraft and soldiers, that were absent in Iraq.

Both programs have also run into significant delays and cost overruns. A March report from the U.S. General Accountability Office found that the WIN-T program “began with aggressive acquisition schedule and immature technologies that are not scheduled to mature until after production begins. Backup technologies have been identified, but they offer less capability, and most are immature as well.”

But the challenges highlighted at the battle of Peach likely go beyond the technology. As Weed said, American sensors key on large weapons systems. While an enemy might feel safer in a large tank or personnel carrier, “it makes it easier for us because, it has a heat signature that I can see with about 97 different types of technological sensors.”

Weed said when the Iraqis moved in civilian vehicles or on foot, there was no hope of tracking them.

A 2002 Rand study, “Preparing for Future Warfare with Advanced Technologies,” warned “as remote assets become more capable, it is likely that a future foe will develop counter technologies and become more sophisticated at cover concealment, deception and electronic warfare. Taking all of these into consideration, the net effect may actually be a decrease of knowledge and ultimately of situational awareness on the battlefield.”

Greg Grant was an embedded reporter with Task Force 3-69 at Objective Peach.
